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One of the secrets of the computer repair industry are virus removals, otherwise known as malware
removal, spyware removal, adware removal, malicious software removal and an entire caveat of other
variations to that theme. What happens when you bring your computer into a professional computer
repair establishment, and how to save money by doing it yourself. Realistically though, which ever
strategy you choose there are only a few things you can do once your computer has been infected with
a virus, and that is what we will teach you here.

How to determine if you have Malware in your computer?

There are literally thousands of virus variants in the World Wide Web, yet there are a few simple and
more importantly FREE techniques you can use to determine if your computer has a virus. With the first
being initiate a virus scan in your computer. If you have N 0 r t Anth Virgs software or some other type
of software already installed in your computer, there is a good chance that the virus has mutated upon
detection and is now using your computer as a Host. Like a common cold or flu in us humans except with
computers, you may notice diminishing performance, unusual behavior, pop-ups or nothing at all.

Nonetheless, what you must do is use another antivirus software program to detect the present
threat and begin the process of removing it upon detection. Please keep in mind that there is a
great deal of Scareware programs, if you have never heard of these types of programs here is a
brief Wikipedia description:

Scarewarecomprises several classes of s@fiware often with limited or no benefit, sold to
consumers via certaimethical marketingractices. The selling approach is desigH&d°™ to
cause shoclkanxiety, or the perception of threat generally directed at an unsuspecting user.
Some forms o$pywareandadware"°? also useScareware tactics.

A frequently used tactic involves convincing users thatws has infected their computer, then
suggesting that they download (and pay &mjivirus softwardo remove it. Usually the virus is
entirely fictional and the software is néunctional ormalware!! According to theAnti-

Phishing Working Groupthe number of scareware packages in circulation rose from 2,850 to
9,287 in the second half of 2088.



Here are a few pictures of common Scareware variants in the wild:
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As you can see these programs have the look feel and sound of real antivirus programs, but their
primary purpose is to scare you into providing your credit card information and taking your money. If
you have a program like these on your computer, you definitely have Malware in your computer.

Other less obvious symptoms include but are not limited to:

9 Slow or Sluggish performing computer
' Unusual un prompted Pop-ups
Unrequested Web pages Suddenly appearing
 Nothing at all
Yes, you r ead t haethingdtals Somemitle maresophistcatdéd IMylware variants

are able reside in your computer without showing any obvious signs of infections whatsoever. What you
must do to reveal the infection is scan your computer with an antivirus program that is new to your
computer, sort of like introducing your body to medication if you are sick. The unsuspecting Malware
has a better chance of being detected. Or if you have a more advanced variant, it will disable any
antivirus program you try to install (another unfortunate sign of infection)



The objective of this ebook is to show you how to remove Malware the way the professionals do it.
Some of the resources the professionals use are readily available to you. As such, let us build a quick tool
box of utilities to use:

A really great essential tool to have in removing Malware is to have a Boot CD or DVD. (I prefer a CD as it
is more backward compatible with legacy hardware). You can find many on the internet, but the most
recommended are:

9 Ultimate Boot CD for Windows www.ubcd4win.com/
9 Hirens Boot CD www.hiren.info/

Two very popular and powerful boot disc utilities that you can use to perform the steps we are about to
initiate. Pl ease keep in mind, you may attempt
windows mode. But the results of your scans may not be accurate. Booting to a CD allows you to access

your C 0 mp u haedrdrivs with very minimal footprint, while at the same time not activating any

Malware that may be residing on your hard drive, triggered by the boot process of Windows.

Our objective here, and throughout this lesson, is to teach you how to suspend and remove this type of
malicious software and stabilize your computer so you can get your data backed up and return to your
daily computing activities.

We will go into Safe Mode, then the System Configuration Utility and Windows Explorer. These steps are
critical in removing Malware, let us begin.



Step One starting your computer in Safe Mode

To begin unplug your computer from the internet if you are using a wired internet connection, if you are
using wireless; switch your wireless antenna off.

Next if you are in standard mode, you may notice that some of the cookies and temp files will not allow
you to delete them. The reason for this is those files are most likely attached to a running process or
malicious software program. You will then need to restart your computer in Safe Mode and attempt to
delete the undeletable files here is how to boot into Safe Mode.

Completely turn off your computer by whatever method you commonly do. Once your computer is
powered off restart it, and tap F8 just before you see the Windows startup screen:

F

Windows™P

Professional

If you timed it just right you should see the a menu like the following, (if you do not see this menu, you
will have to power your computer down and try the above tap F8 method again until you see this
menu):

de with Networking
de with Command Promp

Once your see this menu, use your arrow keys on your keyboard to select Safe Mode and tap Enter on
your keyboard.

The next screen should see will prompt you to select an operating system:



If there are more choices than one, just tap the Enter key on your keyboard.

After a few moments of some code on your screen, you will notice the user login menu with the
Administrator account present:

y
—_—

Windows

To bagin, chck yout user name

B Tum off computer

This Administrator account is hidden by default primarily as a security feature in Windows. You may log
in to your current account and or your Administrator account. You also may be prompted for the
password you used when you initially setup your computer.

Once you have selected the account that you want to log in to, you will be prompted with a notification
that Windows is Running in Safe Mode in which it is okay for you to select Yes to proceed. This prompt
should like this:



Mt ) Winden X 0] (hwitd J900)

After clicking “Yes,” you will be taken to

M rwsalt 3R] Windews X0 0K) [hwiid 24001

Notice how it looks like your normal desktop, the only difference being the words Safe Mode are
situated in each corner and the version of Microsoft you are using is at the top center of your screen.
Now you are ready to delete all cookies and temp files.

t

he



Step Two Disabling Startup Programs and Hidden Processes

The objective of this step is to neutralize the strength of currently running malware by suspending any
programs or processes that it may be attached to. There are many ways to accomplish this, but our goal
here is speed and efficiency the way the professionals do it. So we will disable all startup programs and
non Microsoft processes. In Windows go to Start then Run:

Then msconf i t he

type g (without guotes):

Computer
Internet J My Documents
Internet Explorer
& .
~ My Pict:
‘ V“ T—— J ly Pictures
L2 Microsoft office outiook

—_—
L' | microsoft Office Word 2007 a’ My Computer

) My Music

, M-cros:)!t' s
L Windows
@ v Home Edition

@) Help and Support
):) Search

All programs >

Log Off @ Turn Off Computer
Iﬂstart &) Document! - Micros. ..

2 GOOSRT LM 5:31am

Click OK and a window will open called the System Configuration Utility where you will need to go to the
Startup tab and click on Disable All:

Microsoft ' ’ ™

Windows
7 Home Edition

= Type the name of a program, folder, document, or
g Internet resource, and Windows will open it for you.

Open: I msconfig ;‘

OK I Cancel | Bmwge...l

Hstarll &) Document - Micros...l & }ﬁo@@&!”@» L@ 5:324Mm




System Configuration Utility
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After you click Disable All go to the Services tab and check the Hide all Microsoft Services check box

!, System Configuration Utility

General | SYSTEM.INI | WIN.INT | BOOT.INI  Services | startup | Tools |

Service. Manufacturer Status o
O apple Mobile Device Unknown Stopped
avast! iAYS4 Control Ser... Unknown Running
avast! Antivirus Unknown Running
avast! Mail Scanner Unknown Running
avast! Web Scanner Unknown Running
O Bonjour Service Unknown Stopped
O psBrokerservice Unknown Stopped
O Google Software Updater Unknown Stopped
O windows CardSpace Unknown Stopped
O irod Service Unknown Stopped
O 1ava Quick Starter Unknown Stopped
[ Mcafee Siteadvisor Service Unknown Runnirig_l_'J
»

< -
Enable All Disable All Microsoft: ’,..
e Window

Home Edition

QSlartl &) Document! - Mir:ros.‘.l & System Configurati... 2 {600@&!”9 LW

Once the all Microsoft Services checkbox has been checked, click Disable All to disable all Microsoft
Services then click OK.



System Configuration Utility

General | SYSTEM.INI | Win.IT | BOOT.INT ~Services | startup | Tools |

1
Application Layer Gatew... Microsoft Corporation Running
[ Apple Mobile Device Unknown Stopped
Application Management Microsoft Corporation Stopped
ASP.MET State Service Microsoft Corporation Stopped
vast! id¥S4 Control Ser... Unknown Running
windows Audio Microsoft Corporation Running
wast! Antivirus Unknown Running
avast! Mail Scanner Unknown Running
wast! Web Scanner Unknown Running
Background Intelligent T... Microsoft Corporation Running

[ Bonjour Service Unknown StoppTd_l_'_I
< »

1™ Hide All Microsoft Services Enable All Disable Al Microsoft - ' F-o
Empeape-apew \Windows

Home Edition
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You will be prompted to restart your computer. You can click the restart option.



Step Three Deleting Hidden Cookies and Temporary Internet Files

There are many degrees or levels of infections your computer may have. You may have a Cookie that
was downloaded when you were on a website. Or you may have some Adware that was installed
inadvertently. Or you may have a full blown Trojan completely taking over your computer with pop-ups
and Scareware advertisements overwhelming your desktop. Either way, there is only so much you can
do once you are beyond a certain point. For the purposes of this lesson, we will begin with the clearing
out the common low severity spyware cookie type infections. As we progress you will find that these
initial steps are fundamental techniques in removing even the most severe malware infections.

To properly and completely remove spyware cookies from your computer, take the following steps:

Open up your Internet Explorer

Go to Safety if you are using Internet Explorer 8 (Tools/Internet Options for Internet Explorer 7)

,’f Google - Windows Internet Explorer

S
Fle Edit View Favorites Took Help

x M B3] | ot s -

i Favorites | 5% @8 Suggested Sites + ] Web Sice Galery +

23 coogle | |

Bt - B - [ i - Page~| Safety - Toos~ @ 7
Ctrl+5hift+Del in;s | Sign in j‘

“p InPrivate Browsing Ctrl+5hift+P
s, Webpage Privacy Palicy...

InPrivate Filtering Ctrl+5hift+F
L)g InPrivate Filtering Settings

Web |mages Videos Maps Mews Shopping Gmail more v

) seaurity Repart
International Website Address
E@ SmartScreen Filter L4
Advanct
Lenavsl windows Update
Google Search | I'm Feeling Lucky
Advertising Programs - Solutions - About Google
©2008 - Privacy
[ [ [ [ | [ mnternet | Protected Mode: OFF a- [ mese -

Once there click on Delete Browsing History.
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¥ Preserve Favorites website data
keep cookies and temporary Internet fles that enable your favarite
websites to retain preferences and display faster.

[¥ Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

[ Cookies

,— Files stored on your computer by websites to save preferences F oas

such as login information.

¥ History
List of websites you have visited.

¥ Form data
Saved information that you have typed into forms.

[ Passwords
Saved passwords that are automatically filed in when you sign in
to a website you've previously visited,
[ InPrivate Filtering data
Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit.,

About deleting browsing history Delete Cancel

-

[ [ [ [ [ | |® mnternet | Protected Mode: OFF Va - R -

When the Delete Browsing History window pops up, make sure that all check boxes are checked and
then click Delete.

If you have never done this before, you will notice that your computer will take a few minutes to delete

xour internet browsini historx.
¢~ Google - Windows Internet Explorer =&

—
e [ o jwvann google.comy =l 42| | [ vahoo! search 2|
Fle Edit View Favorites Tools Help
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- Please wait while the browsing history is deleted.
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cancel_| [
Advanced Search
Language Tools
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Advertising Programs - Business Solutions - About Google
2008 - Privacy
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When your Internet Browsing History has been deleted, most people think that all cookies are gone. Not
true. We will show you how to delete the rest of the cookies and hidden temporary internet files from
your computer the way the professionals do it. But first, for those of you who are using Mozilla Firefox,
here is how you remove cookies there:



Go to Tools then Clear Private Data like so:

) Google - Mozilla Firefox
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As with the above ensure that every check box is checked then click Clear Private Data Now:
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¥ Download History
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IV Cache
¥ Cookies
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Clear Private Data Now I Cancel

Joore M | [- Jremeee
Now that you have completed the first step
stuff that the professionals do when you take your computer in to get repaired at a computer repair
super store or shop. For this step you will need to access your Windows Explorer. If you have never used

it before, think of it like My Computer they are basically the same type of interface into your computer
they just look differently.
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Once your Windows Explorer is open you will see two window panes like so:
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On the left side window pane you will need to select your primary Hard Drive, in most cases it is the C:

drive:
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In the Documents and Settings folder you will need to go to each subfolder (normally | recommend
starting at the bottom and working your way up) and select the UserData folder:
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Then select all the contents that appear on the right hand window pane and press the Shift key+Delete
key to permanently delete all the UserData contents. You will have to then go to the Local Settings
folder (as pictured above) click the plus sign, then select the Temporary Internet Files folder and delete

the contents that appear on your right hand window pane. Repeat this process for the Temp folder the
History folder, and the Cookies Folder:
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You will notice when selecting the Cookies folder that there are still many cookies present in your
computer, despite you having cleared your internet history (as above in Step One). These are some of
the ways viruses embed themselves in your Windows operating system.

Next up arethecont ent s of one set of hidden folders that
their tips. It is in the Windows\System32\Config\systemprofile . If you open that folder you will see a
virtual duplicate of your login user account. You may delete the entire contents of that folder safely.
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And finally, all the files in the c:\windows\Downloaded Program Files and the following

c:\windows\Downloaded Installation Files folders:

& Deswmboaded inulallatiom

Fie [ Vies Fevobe Txh el >
Ooed - ) - (¥ | Dsewd [ roiden [T D Pl Sy

[ "

) Pt BT =
1 et BT
L el g 1§
# L Pt O L 1§
* | ireatalemgd L]
& e b
) e
[
) dnpaandiy
* o B
(=1 ]
1 Conrwction Wosd
i e
=1 ]

+ 3 i webiage =]

#5tart] | ) Dowstoaded bastall... = sscrosedt word L DT ELSR0 LW w0




Deleting these files is essential to removing Malware from your computer. If you are unable to delete a
file in any of these folders, most often that file is injected with a Trojan running a process in the
background. You will then have to use your
you are still unable to delete the file while using a boot disk operating system environment. Some of the
more sophisticated virus creators prepare for that by changing the file attributes of a file to prevent
deletion.

boot
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Step Four Scanning for and Removing Malware

If you have internet access this step can be the easiest.

You will also find varying opinions on what is the best software to use. In fact if you go to any computer
repair shop or big box, and ask what antivirus software they recommend you will most likely get a
different answer each time.

The most effective strategy for removing Malware is not to depend solely on one program. You must
scan with a combination of programs because some Malware will mutate upon detection. What that
means is the Malware will recognize that there is an antivirus software program attempting to remove
it, and then change its form in order to avoid detection. This is the primary reason it is recommended to
use more than one program.

These are highly effective FREE programs for removing Malware:

Microsoft Security Essentials http://www.microsoft.com/security _essentials/?mkt=en-us
Malwarebytes www.malwarebytes.org

SuperAntiSpyware wWww.superantispyware.com

A Squared www.emsisoft.com/en/software/free/

Avira www.free-av.com/

Avast (Home) www.avast.com/

Ad-Aware www.lavasoft.com

If possible, try to begin your initial scanning in Safe Mode (instructions for opening Windows in Safe
Mode above). Regardless of the program you use, if you do not follow the steps outlined above the
probability of the Malware rejuvenating itself is extremely high.



Closing

These are fundamental Malware removal techniques that the professionals use. In most cases, following
each step will stabilize your computer enough for you to run your Malware removal programs. Should
these steps not provide your Malware removal program with enough footing to get the job done, then
that means your computer is infected to the point of corruption. In essence the Malware has completely
overwhelmed each account on your computer, and the last restore is to back up your data and re-install
your operating system.

Disclaimer, your success at removing the Malware may depend entirely on your degree of infection.
What that means is, if the computer you are working on is so severely infected that your system files are
corrupted, you may never get back the type of performance you had prior to the infection. In cases like
these, you may attempt to repair your system files with system file checker (type sfc /scannow in the
Run box).

Yet, for the most severe infections, you will find that even the professionals recommend you back your
data up and restore your Windows Operating System back to factory settings. The reason for this is, a
severe Malware infection could mean your computer is being used as a host computer in a bot-net, and
or your computer could contain an infinite amount of Rootkit infections. Some of the better Malware
creators actually design their infection to hide from these techniques. This is the reason for the
recommendation to restore your computer back to its original factory settings (also known as re-
installing your Windows operating system).

The objective of this book is to teach you how to remove Malware from your Windows XP operating
system (no matter the version you may have these techniques will still apply).

Inevitably though depending on the career path you choose, or the reason for your interest in removing
Malware, you will have to design and implement a strategy to avoid having to go through this process
every time you get an infection.

Two great tips are to use download and install McAfee's SiteAdvisor (Free). This program will show you
high risk sites when you do research on the internet. The other is use two separate computers for
internet browsing. Install an internet security software package in both of them, yet use one for
browsing and doing research on the internet and use the other strictly for making purchases or
accessing your bank account or websites that require your personal information.

Thank you for downloading our book! We hope you found it interesting and look forward to providing
you with more of our products in the future.



